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Abstract. This paper presents the implementation of a cyber-
attack detection system based on a watermarking strategy for a
grid-connected power electronic converter equipped with
an LCL filter. Mathematical models of the system are
established to derive the detection equations. The proposed
strategy ~ was  verified through  both Matlab/Simulink
simulations and laboratory experiments using a dSPACE-based
control platform. The analysis focuses on voltage and current
waveforms under both nominal operation and simulated scaling
attackson the sensors. The results demonstrate that
the watermarking strategy is an effective tool for identifying
compromised measurement data and ensuring the security of
control systems in grid-connected converters.

Key words. cyber attack detection system, watermark
strategy, power electronic converter, LCL grid filter,
simulation, laboratory tests

Nomenclature

DES Distributed energy sources

GPC Generalized predictive control

GPCC  Generalized predictive current control
MPC Model predictive control

PCC Point of common coupling

PWM Pulse width modulation

SREFP Synchronous reference frame rotating by w;
VAr Unit of reactive power

VSC Voltage source converter

1. Introduction

With the rapid development of multi-level control
systems in distributed power grid suppliers and
transmitters, cyber threats can have a devastating impact
on grid management operations. Smart grid applications
consisting of communication and transmission networks
are vulnerable to numerous hacker attacks. The control
systems can receive inaccurate signals, which may lead to
the destruction of instruments or even entire controlled
systems.

Consequently, cyber threats in power electronics based
smart grid applications [1]-[6] are currently a subject of
ever-growing interest among researchers and companies.

This contribution describes an attempt to implement a
cyber attack detection system based on a "watermark
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strategy" in grid-connected converters. The principle of
this strategy is based on injecting a watermark signal into
the control signal of the converter and verifying whether a
corresponding signal can be detected in some of the
feedback signals produced by the sensors of the controlled
object [7], [8]. Any discrepancy between the injected
watermark signal and some sensor signal indicates the
possible presence of a cyber attack.

The Model Predictive Control (MPC) has become
popular also in control systems applied in power
electronic applications [9]-[13].

A special type of the MPC is the Generalized Predictive
Control (GPC), [14], which has recently been used for the
control of power electronic converters.

The current control of a converter with an L grid filter
using the Generalized Predictive Current Control (GPCC)
was developed and tested in [15]-[17]. Power control
based on the GPCC applied in the grid-connected
converter with L filter was presented in [18].

However, the simplest L filter has low efficiency in
suppressing of current harmonics. This is the main reason
why a more efficient LCL filter is used.

The grid filter structure can be developed according to
acceptable grid current spectrum defined by the
IEEE 519-2014 standard in the USA and IEC/TR 61000-
3-6:2008 in Europe.

An essential parameter is the ratio between the short
circuit power at a PCC (Point of Common Coupling) and
the nominal power of the converter connected to the PCC.
In [19], a possible procedure for the LCL filter design was
presented.

Considering the full LCL filter topology introduces
certain difficulties in the design of current control
circuitry. Various control and PWM (Pulse Width
Modulation) strategies were presented, [20]-[23]. Among
these, MPC theory has found its application here [24]-
[26].

To date, the GPCC strategy applied to grid-connected
converter with LCL filter has only been presented in [27].
A different design procedure for GPCC was previously
presented in [18] for the grid-connected converter with the
L filter. The same type of the GPCC is now applied to
converter with the LCL filter now, in conjunction with the
developed cyber attack detection system.
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This contribution is organized as follows: Section II
presents the block diagram and equations of the PWM
converter connected to the grid via the LCL filter.
Section III explains the principle of the watermark
strategy and the corresponding equations used for
detection of the cyber attacks. Section IV presents
simulation results for selected cyber attack examples.
Section V  describes experimental setup and results.
Section VI provides the conclusion.

2. Equations of power system

Figure 1 presents a simplified block diagram of a PWM
converter connected to the grid via an LCL filter and with
grid current (i) control. The current reference
components i'Gs and i'gq, calculated from reference active
and reactive powers, are transformed to the of static
reference frame where the GPCC is implemented. The
converter output voltage vc is generated using a PWM
algorithm. The DC voltage (vpc) controller is not included
in the following analysis. The measured grid voltage is
used in digital models of the system running in parallel
with the real system to enable the detection of potential
attacks.
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Fig. 1 Simplified block diagram of PWM converter connected to
grid via LCL filter and with GPCC of i

The analysis begins with the LCL filter equations in the
Laplace domain, which is subsequently transformed into
the Z-domain using the backward Euler approximation.
The derivation of the Laplace-domain model may be
divided into two steps: first, i is calculated as an
independent variable assuming v=0, vc<>0; second ig is
calculated as an independent variable assuming (vc=0,
vc<>0). Both steps are next superposed, and the grid
current is(s) can be expressed as:

i (5)=ve () ZE) () Bels)

Ac (s) Ag (3)

4 3 2
AyscS +a3cs +612CS +a1CS +610C

—v(s)

ve(s)

As3S° +ar68° +a,68 + dos

(1
with input variables vc(s) and vg(s). Coefficients 4, B, a, b
are consisted of the LCL filter inductances and
capacitances. The equations for the coefficients are in the
Appendix.
To derive the GPCC control algorithm, a transition (1)
to the Z-domain is required, for instance, by employing
the backward Euler method.
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Applying (2), the following equations are derived, where
the coefficients in the numerators and denominators
are determined from the corresponding parameters in (1)
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Equations (3) and (4) elaborate on the intermediate
superposition steps for vg = 0 and vc = 0 in greater detail
than (1) and (2).

These equations (3), (4) serve as the basis for
formulating the GPCC algorithm applied along both axes
af of the stationary reference frame.

This GPCC strategy, as applied to a grid-connected
converter with an L filter, was detailed in [18].

3. Watermark Strategy

The watermark strategy is based on incorporating a
watermark signal into the converter control signal and
verifying its presence in the electrical or mechanical
feedback signal generated by a system sensor, [7]-[8]. A
mismatch between the injected and the feedback signal
indicates a malfunction caused by an attacker.

v attack
. G impact
[ ATTACK (at grid —_— F¢ (false grid
— voltage sensor) current
/ generay
ic + Ve
Fr Fc

watermark
signal
included

&

ATTACK (at grid
current sensor)

Fig. 2 Simplified block diagram of control system for grid-
connected converter via LCL grid filter, indicating watermark
injection points, potential attack locations, and attack detection
points.

Figure 2 presents a simplified block diagram of the
current control for a grid connected-converter. The
symbols F¢/Fr/Fc mark transfer functions (4)/GPCC
controller/(3). The objective is to control the current ig,
where the converter and grid are connected via an LCL
filter. Only the current i is measured. This current is
influenced by two variables: the converter-generated
voltage vc and the grid voltage vs. The voltage vc is
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managed by the controller Fr which compares the
reference and actual values of the current ic.

Figure 2 also highlights two potential locations where
an attacker can manipulate the measured variables,
thereby compromising the entire systems performance.

Based on (1), the system shown in Fig. 2 can be
described by the following equations in the Laplace
domain

i (s)=F.(s)ve(s)+F5(s)vs (s) )
Ve (S)=FR (s)[lG (s)—iG (s)] (6)
Thus, the grid current i is expressed as
_ FF F,
fo () I+ FFy (s)+ I+ FF (s) @

By transforming this equation into the Z-domain, the
following expression is obtained:

i (k+1)=H._ig (k)+Hgvg (k)
Where Hc and Hg are composed by Fc, Fr, Fg
If an additional watermark signal w(t)~N(0,6w.) with

Gaussian distribution is injected by the power electronic
converter, the equation (8) becomes

igy (k+1)=H_i; (k)+Hgv, (k)+Hyw(k) 9)

Equations (8) and (9) represent the mathematical
models of the PWM converter connected to the grid via
the LCL filter, without and with the watermark signal,
respectively. These models run in real time alongside the
converter controller.

Based on the procedure outlined in [7], [8] the
following three test outputs are designed to detect
potential attacks:

®)

= . T,

TEST1: %13E;[;GM(k+1)—;GW(k+1)] =0’ (10)
1 . 7

TEST2: mf;[zw(ml)—%(ml)} =% 0
_I—]{VVZO.W2

TEST3 = TEST2-TESTI=H, 0’ (12)

where igw(k+1), ig(k+1) are the currents calculated by the
models, and igm(k+1) represents the measured grid current
values, which may be affected by potential attacks and 6s,
which is the process noise variance. It is necessary to
realize that the measured grid current igm(k+1) without an
attack is described also by (9).

During normal operation (without an attack), TESTI
reflects only the system noise variance, as the actual
measurements and the model with a watermark generate
nearly identical data. TEST2 yields the same noise plus
watermark, because the measured values are compared
with the model without the injected watermark.

However, if an attack occurs, the value of TESTI1
increases due to higher difference between measured and
modeled values of ig. Similarly, TEST2 exceeds the sum
of the system noise and watermark variances.
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4. Simulation Results

The system shown in Fig. 2 was simulated in
Matlab/Simulink environment by incorporating cyber-
attacks to obtain the measured current icm(k+1). To
evaluate TESTI1-TEST3 (10)-(12), discrete attack-free
models — both with and without the watermark signal (8),
(9) — were implemented in parallel within the simulation.

The LCL filter parameters, which comply with the
criteria summarized in [19], are listed in TABLE I along
with the converter parameters and voltages used in the
simulation.

TABLE 1 Parameters of LCL filter and converter.

Inductance L, of filter (H) 0.005
Resistance R; (QQ) 1
Inductance L, of the filter (H) 0.002
Resistance R, 0.5
Capacitance C 20
Resistance R 10
Sampling frequency f; 6000
Switching frequency fiw 3000
Grid phase voltage Vrus(V) 115
Converter dc bus voltage V. 400
Dead time 74 = T5 (ms) 1/6

Fig. 3 shows the time responses of the grid phase
currents ica, iah, ice. The red curves represent the system
model without the watermark signal, while the blue curves
show the real grid current with both the watermark and an
attack. The attack is simulated by doubling the current
sensor output at t = 0.02s, returning to normal values at t =
0.06s. A similar manipulation is applied to the grid
voltage sensor starting at t = 0.1s. It is evident that during
the current sensor attack, the current magnitudes are half
the reference values.

Grid current-phase a

Grid current-phase b

Grid current-phase ¢

0.08 0.1

K 1 1
50 0.04

I
0.06
time (s)

0.12

Fig.3. Time responses of grid phase currents ica, igb, ice for
system model without watermark signal (red) and grid current
responses with watermark and attack (blue)

During the attack on the grid voltage sensor, only the
magnitudes and phases of the currents calculated by the
digital models (8), (9), running in parallel with the real
process, are affected.

Fig. 4 shows the time responses of the converter phase
voltages vca, Vop, Voo for the exact system model without a
watermark signal (red) and for the real converter voltage
responses with the watermark and attack (blue) during the
process shown in Fig. 3. Comparing Figs. 3 and 4 it is
evident that an attack on the current sensor leads to errors
in the real grid current, whereas an attack on the voltage
sensor only results in errors in the calculated converter
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voltage, as the current controller does not utilize this
voltage signal. Nevertheless, this attack is also detected as
shown in Fig. 5.
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Fig. 4 Time responses of converter phase voltages vca, Vo, Vee
for the exact system model without watermark signal (red) and
for real converter voltage responses with watermark and attack
(blue)

Finally, Fig. 5 presents the results of TESTS 1, 2 and 3.
The rapid changes in the values of TESTI and TEST2
during the relevant time intervals indicate a cyber-attack.
In laboratory experiments residual values of TEST1 and
TEST2 can be expected even during attack-free periods.
This is due to the presence of noise 6s, parameter
mismatches between the model and the experimental
systems, and also due to some inaccuracies in all data
acquisition and processing.
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Fig. 5 Time responses of TEST1, TEST2, and TEST3 for
processes shown in Figs. 3 and 4

Fig. 6 presents the time responses of the grid phase
currents iga, ic», ice for the system model without a
watermark signal (red) and for the real grid current
responses with the watermark and attack (blue). The
attack consists of injecting fictitious 5™ (25%) and 7"
(15%) harmonics into the real grid current at t = 0.02s
with the sensors returning to normal values at t = 0.06s.
Similar 5™ (15%) and 7™ (9%) harmonics are applied to
the grid voltage sensor starting at t = 0.1s. It is evident that
an attack on the current sensor leads to the propagation of
these harmonics into the real grid current, whereas an
attack on the voltage sensor does not affect the current
waveform. Nevertheless, this attack is also detected as
shown in Fig. 7.

A series of simulations of attacks on the measured grid
current or voltage for the inverter connected to the grid via
an LCL filter was performed. The figures presented above
show the waveforms of TEST1-TEST3 when the measured
current or voltage is distorted by changing its magnitude or
by adding fictive 5th and 7th. The simulations confirm the
effectiveness of the watermark strategy for detecting
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cyber-attacks on the sensors of power electronic

converters connected to electrical grids.
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Fig. 6 Time responses of grid phase currents iga, icv, icc for the
system model without watermark signal (red) and real grid

current responses with watermark and attack (blue)

20 T T T T T
BIA0F----f--- e Fememooooa R ST -
I R ey !

0 | |

Test2

20 T T T T T
N | | | | 41.//
PLOF----i--mmomoe- P oA — T ey
- |

0 | |

Test3
95"””‘””"””" ””””” [

7 i i i
4] | | | | |
= | . |

0 e ! !

0.02 0.04 0.06 0.08 0.1 0.12
time (s)

Fig. 7 Time responses of TEST1, TEST2, and TEST3 for
processes shown in Fig. 6

5. Experimental Results

The proposed strategy was experimentally verified. The
laboratory  setup comprised a Chroma 61704
programmable voltage source, a digital control unit based
on the dSPACE™ DS1005 system, and an Infineon
Mipaq™ IGBT based converter. Both the developed
GPCC and the watermark-based attack-identification
algorithms were implemented in the dSSPACE™ DS1005
control system.

All relevant responses were captured within the
dSPACE™ gystem, transferred to a computer and
subsequently visualized using MATLAB™ plotting
functions.

Fig. 8 illustrates an example of the layout of the
dSPACE™ control panel.

SRR e T T —

dSPACE™ control panel layout

TS = T I oo

Fig. 9 presents the time responses of the measured grid
phase currents iga, i, ice. The attack is simulated by
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halving the current sensor output at t = 0.0s, with the
current sensor returning to its normal values at t = 0.04s.
Consequently, the current magnitudes during the attack
are twice as high as those under normal operation.

The responses for TEST1 and TEST2 are also provided
in Fig. 9. Rapid change in these test values during the
relevant time intervals indicate the presence of a cyber-
attack. In laboratory experiments residual changes are
observed in TEST1 and TEST2 even during attack-free
periods. This is caused by noise 65 parameter mismatches
between the model and the experimental system, and by

potential inaccuracies in data acquisition and processing.
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Fig. 9 Time responses of measured grid phase currents ica, icp, ice
and signals TEST1, TEST2. Attack is caused by halving ica, ico,
ig. values.

Fig. 10 presents again the measured time responses of the
grid phase currents i, is, icc and the tests signals TEST1
and TEST2. The attack consists of the grid voltage sensor
halving the actual voltage values at t = 0.0s and returning
to real values at t = 0.04s. It is evident that the voltage
sensor attack does not lead to errors in the actual grid
currents, as the current controller does not utilize this
voltage signal. Only small, rapid transients in the phase
currents are detected at the beginning and end of the
attack. Nevertheless, this attack is also detected by
changes in the TEST1, and TEST2 values in relevant time
intervals.
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.04 -0.02 0 0.02

time (s)
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Fig. 10 Time responses of measured grid phase currents i, ico,
ice and signals TEST1, TEST2. Attack is caused by halving va,
Vab, Ve Values.

6. Conclusion

This paper presents the implementation of a cyber
attack detection strategy based on the watermark strategy
for a grid-connected power electronic converter with an
LCL filter. The same type of the GPCC, previously used
for converters with L filters, is applied here for the
converter with an LCL filter.
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Simulation and experimental results are presented and
discussed. The effectiveness of the proposed strategy
under different types of the attacks on the current or
voltage sensor is illustrated. The results confirm that the
watermark strategy may be an effective tool for
recognizing cyber-attacks on the control system.

7. Appendix

Parameters in equation (1):
bzczRCLz

bic=L+RR,C

boc=R;

dsc :L1L22C

asc :L1L2CR2 +L2[L2CR| +L1 C(R2+R)+RC Lz]
arc=Ro[L,CR+Li C(RyA+R)+RCLy] +Lo[Ry(Ry+R)C+L1 +
L+RR,C]

a1c=Lo(Ri+R)+Ro[ R\(Ry+R)C+Ly +Lo+RR,C]
aoc=R>(R1*+R,)

bzG:-L1C
b]G:—(R1+R)C
bOG:—l

a3G:L1L2C
(120=L1C(R2+R)+(R1 +R)L2C
a1c=(Ri\+R)CR+RR,C+L+L,
aoc=Ri+R,

Parameters in equations (3), (4):
Boc=(b2/T+b1/T5) Ts+boc
BlC:(—sz(‘/Tsz—blc/Ts)Ts
BZC:bZC/Tssz

Aoc=(asc/ TS+ a3/ TS +ar/ T +ai o/ T) T +aoc
A1c:(—4614(‘/T54—3613(‘/T53—2a2c/T52—a1c/TS)TS
Azc:(6a4C/Ts4+3a3C/T53+612C/T52)Ts
A3c:(-4a4c/ Ts4-a3c/ Tsj)Ts

Asc=asc/T. s4Ts

Boo=(b26/Té+b16/T) Ts+boc
Buo~(2br/ T-bro/ T,
BZG:(b2G/TSZ)TS

AOG:(a3G/Tsj+a2G/Tsz+alG/Ts)Ts+aOG
AIG:('3a3(‘y/Tsj'2a26/ T Z-CllG/Ts)Ts
Arx=Base/Ts +axa/T) T

As :(-a3G/T53)T5
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